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Security Transformation
Overview

What’s Going On in the Market? 

What is Security Transformation?

Case Study: Large Global Retail Bank

• Challenges Faced
• Approach to the Problem
• Benefits Realised
• Example Projects

Types of Firms Transforming their Security Function

Why Deloitte?
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Security Transformation
Headline News
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Security Transformation
Current Market vs. Security Incidents

Source: Google Finance 
(May 2009)

Source: DataLossDB.org (May 2009)

• Pressure to reduce 
operational overheads

• Increasing regulation
• Increased risk of fraud
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Security Transformation
What is Security Transformation?

VisionVision Typical BehaviourTypical Behaviour

Solution = TransformationSolution = Transformation

Successful information security is 
aligned to the mission and vision of 

the organisation and is enabling, 
supportive and progressive in 

nature

Most organisations see security as 
a blocker to progress. In response, 
many have chosen an evolution-

based approach aimed at 
addressing just one or two areas

A step-change in the structure, 
governance and approach to 

Information Security requiring up-
front investment to achieve 

operational excellence

Improving operational efficiency 
and maintaining security posture 

within the organisation

ResultResult
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Security Transformation
Case Study - Large Global Retail Bank: Challenges

• Negative publicity and industry reputation
• Historically, typical investment had been <1% of IT budget
• Control weaknesses

e.g. logical access management, encryption and data privacy
• Internal audit findings
• Rising number of security-related incidents escalated to the 

Board
• Overseas acquisitions
• Ongoing compliance with industry, legal and regulatory 

requirements
• Rising costs for security BAU-activities due to operational 

inefficiencies stemming from:
• manual processes
• no product standardization
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Security Transformation
Case Study - Large Global Retail Bank: Challenges (cont.)

Lack of SupportLack of SupportNo Clear Security StrategyNo Clear Security Strategy

Lack of consensus of where the 
organisation wants to be regarding 
information security and how to get 

there

Created one!

Lack of buy-in from stakeholders to 
support organisation wide change –
security is often seen as a “blocker”

to business

Did a roadshow

Don’t know where to InvestDon’t know where to Invest

Lack of management information 
which hinders the Executive’s ability 

to make informed investment 
decisions

Benchmarked security against 
ISO27001 to see weak spots

Inability to Execute ChangeInability to Execute Change

Immature delivery capabilities 
within the Information Security 

function – lack of skills and capacity 
to manage change

Contracted with 3rd-party 
specialists
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Security Transformation
Case Study - Large Global Retail Bank: Approach
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Security Transformation
Case Study - Large Global Retail Bank: Benefits

Regulatory 
Compliance
Regulatory 
Compliance

Compliance with internal and external requirements 
through controls remediation

Cost 
Reduction
Cost 
Reduction

Cost reduction through automation and security 
service / licence consolidation

Integration of regional security functions inherited 
through recent banking acquisitions

Organisation
Integration
Organisation
Integration

Management 
Information
Management 
Information

Mature MI of Information Security risks through 
deployment of cross-team and platform monitoring 

solutions
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Security Transformation
Case Study - Large Global Retail Bank: Example Projects

Ex
am

pl
e 

Pr
oj

ec
ts

1. ISO27001 certification achieved for one of the bank’s online 
banking platforms 

2. Data leakage prevention solution to monitor and block personal 
and sensitive data leaving the organisation without adequate 
protection

3. Encryption key management solution to allow encryption keys to 
be stored centrally and management to be securely automated

4. Group-wide security baseline controls and multiple layers of 
security standards

5. The programme is ongoing and further projects are being 
delivered, including:
• Security compliance monitoring and 
• Security metrics / KPI reporting
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Security Transformation
Types of Firms Transforming their Security Function

Client Description Primary Driver for Security 
Transformation

Financial Services

Global Retail Bank Reputation

Card Bureau Regulatory

Public Services

Technology, Media, Telecoms

Consumer Business

Government Agency Security Breach

Online Gaming Company Regulatory

Retail Chain Customer Service

Retail Chain Regulatory

Beverage Manufacturer Operational Efficiency
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Security Transformation
Why Deloitte?
Scale to support large programmes of change
Skills to advise on the whole spectrum of information security competencies 
Experience to help clients do what we preach – strong market presence

“Deloitte led the pack with 
established 
methodologies, thought 
leadership, and 
exceptional talent.”

Forrester WaveTM:  Information Security and 

Risk Consulting , Q1 2009”, Khalid Kark

Forrester WaveTM:  Information Security and Risk 
Consulting , Q1 2009”, Khalid Kark
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This document is confidential and prepared solely for 
your information. Therefore you should not, without 
our prior written consent, refer to or use our name or 
this document for any other purpose, disclose them 
or refer to them in any prospectus or other 
document, or make them available or communicate 
them to any other party. No other party is entitled to 

Deloitte LLP is a limited liability partnership 
registered in England and Wales with registered 
number OC303675 and its registered office at 2 New 
Street Square, London EC4A 3BZ, United Kingdom. 
Deloitte LLP is the United Kingdom member firm of 
Deloitte Touche Tohmatsu ('DTT'), a Swiss Verein, 
whose member firms are legally separate and 

rely on our document for any purpose whatsoever 
and thus we accept no liability to any other party who 
is shown or gains access to this document.

independent entities. Please see 
www.deloitte.co.uk/about for a detailed description of 
the legal structure of DTT and its member firms.
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