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Security Transformation
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Last Updated: Saturday, 19 January 2008, 18:41 GMT
& Printable version

News Front Page
world B2 E-mail this ta a friend

Hackers steal AT&T customer data o] MoD to be quizzed over lost data

reland The information watchdog is
-otland to grill the Ministry of

VIDED AND AUDID NEWS

Details of the lost information

Hackers have obtained the Ik | ' wales Defence overits data
credit card details of almost = %ﬂ isiness  PrOtason poleies Aftar ',
19,000 online shoppers from 'ﬁ;'—

|

telecoms giant AT&T. . . uve| BBC News 24

Last Updated: Tuesday, 20 Novernber 2007, 19:51 GMT

rIT ! ¥ THE ¥ ER E-rnail this to a friend & Frintable version
INDEPENDENT

IN)EPENDENT - UK's families put on aud alert

Two computer discs holding

ik the personal details of all
| HOME HEW'S | ENVIROMMENT || SPORT || COMMENT || STUDENT families in the UK with a
! child under 16 have gone i ]
missing. 1 A
Uk % Europe  Wforld % Business % Health  Science & Tech  Media  Education % R 9 . ] -

Home » News » UK > UK Politics TJX breach could top 94 million accounts
Drivers' details lost in new  Filings in case involving Visa cards alone as much as $83 million

a

By Calin Brown, Deputy Palitic ‘bank accounts
Published: 18 Decermber 2007 FT 'COI ’ I wDrId S —
The personal details of more th: FINAMCIALTIMES ~ FT Home =iarld = LK
missing in another data blundey e

| ~World H ’
The names, addresses and tele™ T 2":_'5 gru_sthdlose patients records
i i _ H Y JIMMY BUFNS 1IN Lonaon
AN Oy S A e Tl Europe Publizhed: December 23 2007 18:13 | Last updsted: December 24 2007 01:35

hetween September 2004 and P_

which was |ostin May ata suppee s e e Gordon Brown was facing further palitical embarrassment over the govemnment's
tald MPs. Middle East handling of personal data after the Department of Health confirmed that nine

Aftica Mational Health Service trusts had admitted losing patient records.

Lmericas

3 Deloitte © 2008 Deloitte & Touche LLP. Private and confidential.



Security Transformation

Current Market vs. Security Incidents
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* Pressure to reduce
operational overheads

* Increasing regulation

* Increased risk of fraud
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Security Transformation

What is Security Transformation?

Vision

Successful information security is
aligned to the mission and vision of
the organisation and is enabling,
supportive and progressive in
nature

Improving operational efficiency
and maintaining security posture
within the organisation
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Typical Behaviour

Most organisations see security as
a blocker to progress. In response,
many have chosen an evolution-
based approach aimed at
addressing just one or two areas

Solution = Transformation v~

A step-change in the structure,
governance and approach to
Information Security requiring up-
front investment to achieve
operational excellence
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Security Transformation
Case Study - Large Global Retail Bank: Challenges

* Negative publicity and industry reputation
* Historically, typical investment had been <1% of IT budget
« Control weaknesses
e.g. logical access management, encryption and data privacy
 Internal audit findings

* Rising number of security-related incidents escalated to the
Board

e Overseas acquisitions

 Ongoing compliance with industry, legal and regulatory
requirements

* Rising costs for security BAU-activities due to operational
iInefficiencies stemming from:
 manual processes
 no product standardization

Challenges
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Security Transformation

Case Study - Large Global Retail Bank: Challenges (cont.)

No Clear Security Strategy

Lack of consensus of where the
organisation wants to be regarding
information security and how to get

there

v’ Created one!

Lack of Support

Lack of buy-in from stakeholders to

support organisation wide change —

security is often seen as a “blocker”
to business

v Did aroadshow

Inability to Execute Change

Immature delivery capabilities
within the Information Security
function — lack of skills and capacity
to manage change

v’ Contracted with 3rd-party
specialists

Don’t know where to Invest

Lack of management information
which hinders the Executive’s ability
to make informed investment
decisions

v Benchmarked security against
1ISO27001 to see weak spots
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Security Transformation
Case Study - Large Global Retail Bank: Approach

Life cycle of Security transformation project

1. Security framework

5. Implementation 48 - Select baseline (e.g. ISO 27001)
_ Onboard resources - Select maturity model (e.g. CoBit)
- Implement intelligent PMO
- Project management
- Technical delivery support
- Education & training
- Review impact on
capabilities . 2. Current state analysis

- Measure current maturity

- Identify key challenges
4. Strategic roadmap -
- Propose and plan new projects
- Create programme roadmap

- Engage stakeholders
3. Future state vision

- Define guiding principles
- Define desired future state
- Identify capability gaps
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Security Transformation
Case Study - Large Global Retail Bank: Benefits

Regulatory Compliance with internal and external requirements
Compliance through controls remediation

Cost Cost reduction through automation and security
Reduction service / licence consolidation

Organisation Integration of regional security functions inherited
Integration through recent banking acquisitions

Mature MI of Information Security risks through
deployment of cross-team and platform monitoring
solutions

Management
Information
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Security Transformation
Case Study - Large Global Retail Bank: Example Projects

1. 1S027001 certification achieved for one of the bank’s online
banking platforms

2. Data leakage prevention solution to monitor and block personal
and sensitive data leaving the organisation without adequate
protection

3. Encryption key management solution to allow encryption keys to
be stored centrally and management to be securely automated

4. Group-wide security baseline controls and multiple layers of
security standards

5. The programme is ongoing and further projects are being
delivered, including:
e Security compliance monitoring and
e  Security metrics / KPI reporting
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Security Transformation

Types of Firms Transforming their Security Function

Client Description

Primary Driver for Security
Transformation

Financial Services

Global Retail Bank

Reputation

Card Bureau

Regulatory

Public Services

Government Agency

Security Breach

Technology, Media, Telecoms

Online Gaming Company

Regulatory

cons

umer Business

Retail Chain

Customer Service

Retail Chain

Regulatory

Beverage Manufacturer

Operational Efficiency
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Security Transformation
Why Deloitte?

Scale to support large programmes of change
Skills to advise on the whole spectrum of information security competencies
Experience to help clients do what we preach — strong market presence

Risky Strong
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