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= = Sources: INFORM Benchmark Database
I s e I n e Symantec 2007 Survey

59% of organizations
expect major information
loss in the next 5 years

78% of organizations
perceive availability related
risk to be a serious or
business critical issue

26% of IT staff time is
devoted to addressing
business application
performance delays

66% of organizations
expect a major regulatory
incident in the next year



The Relationship Between
Risk & Efficiency
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BCM Is An Umbrella For Several Related Standardized

Practices And Technologies

BCM |

IT Service Continuity Management (ITSCM)

+ Process for managing and reducing risks that could seriously impact IT services

' People Process |Facility IT Staff IT Process IT Facility Technology

_Physicalsecurity

Human resources - Ensures - Recoversa * Moves a

— integrity, computing business
availability environment transaction

MRt and from an from a failed

— security of error or component to

Qualtymgt. data major site a functioning

Supplychainmgt. faiure comparen

with minimal

| Faciliosmgt, | impact

| Emergencymgt. |

EREEmEE

Source: British Standards Institute BS25999

See appendix for additional BCM definitions 6
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Quantifying Risk Appetite
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IT Risk Management Methodology
(Applied To DR)

Step 1 Step 2 Step 3 Step 4 Step 5
: AlignIT/ Build &
Develo uantif . .
Awarenpess gusinegs DeSIgn Business Value Manage
of IT Risks Impacts Solution & Implement Unified
: Solution Capability
Actions Actions Actions Actions Actions
* Assess Risk * Business + Detailed current + Alignment of solutions « Implementation of
Landscape Impact Analysis state analysis W|th_ needs qf overarching IT risk
] business units
. + Define Recovery _ management
« Assess current * Draft application Objectives + Solution governance program
maturity levels “classes” implementation
. . * Full Technical * Full test of recovery
* Identify & * Identify . i strate
Prioritise Key Potential Solution Design ay
Apps Solutions

* Develop DR Plan

* Generate
Business Case



Step 1: Develop Awareness

I\

Perfect

High

Moderate
Low
Nil .
Asset classification Physical & Configuration, change Incident response -
& management environment & release & problem
management management management

|n INF ORM I dustrial kanutacturing Industny Benchmark @ Renauk F1 Team |

. _ |
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Symantec’s ability to highlight our IT
related risks in a timely and
comprehensive way is helping us to make
the right decisions concerning our IT
investments and strategy. The Symantec
approach to this problem is very sensitive
to an individual organization’s culture
which is very important to a company like

ours. , ,

Graeme Hackland,
Renault F1 Team



Step 2: Quantify Business Impacts

Business Impact Analysis

600.00
Systems that would
TGmm; . 1 400.00\ \}VL,_ /
 (ichudes VLR 4 Financial f o 4
HLR (stand alone) =
Prepaid platform F - c 300.00
SMSC (Comverse) | * Mominal value &t risk 0>D
gﬁ% g,f: - 51% of companies hal &) 200,00 /_—
SGSN ] :
GGSN * Mormalised risk valuee
GPRS Core (DNS; D} L ]
GPRS Centralised Infi » There is a $300m res| 100.00
MMSC
USSDC Programme Stage
SMSC (non mobile ori}
DCN - Data Commun 0.00
SDH Multiplexer (Me - -
osC Foundation Projects
Transcoder = 2 -
Tive Backup Unification 100.00%
Voice Mail
. . Q5 Optimisaban &
Fiber Optics System -
SDinaes el | Ervironimental Mentarng Legend
BTS . .
Microwave Radio Rel Technical Center — PrOJeCted Revenue
WiFi LAN Core 3
TEDR Implemantabion {Flatfo .
Callr ID for PSTN . —— Current IT Services DR
TECLR Implementation {Apos] ] .
—— Worst case with no DR Capability
Al hgures ae m T30




The Relationship Between
Risk & Efficiency
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The Relationship Between
Risk & Efficiency

6%

49%
40%

2000401 200102 200203 200304

Operations I Maintenance Il Development I Total Il

Use efficiency savings to fund new investment




B | =
Step 3: Design Solution

Design
Solution

Acceptable Data Loss Time to Recover
~_48hrs 24hrs 8hrs 4hrs Omns ~ 15mns_1hr 4hrs 8hrs 24hrs
int Recovery Time
Traditional - - = 4 > . |
Tape Backups — \ (SJ;)Irc\j/eSr;andby

Cross-site Backups Warm Standby Servers

Point-in-Time Copies Data Replication

Storage Rollback — — Manually Initiated Failover
Async Replication

— Automated Failover

Data Mirroring
Sync Replication ~

— Parallel Applications
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Align & Implement Soluti

Step 4

Align IT/

4

Business
Value &

Implement
Solution
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Classes of DR Service

TV Transmission support Mission Critical
systems

Supply chain management, Business Critical
email

Enterprise back office systems Business Important

Departmental functions Function Important

Standalone systems Non-critical




Service Level Mapping




Architectural Blueprints




Architectural Blueprints

Platinum Level Blueprint - "Immediate Recovery"

RDBMS STANDARDS

Online & Nearline
Storage Media

Array Types

a Backup/Snapshot Met!

Approved Architecture Design Characteristics :

Disk Protection

/O Interfaces

Cache Requirements

Tier One

critical data in line with Sky TV archiving
standards

Disks)

High Performance - 100% Tolerance to Failure - EMC Symmetrix (DMX) EMC Timefinder RAID 0/1 2G Fibre Channel Refer to EMC at time of

For use in storing critical data that is frequently Snapshots (taken once per configuration

accessed. hour)

Tier Two

Medium Performance - 100% Tolerance to Failure -] EMC Symmetrix 8000 EMC Timefinder RAID 0/1 1/2G Fibre Channel Refer to EMC at time of

For use in de-staging critical data in line with Snapshots (taken once per configuration

defined Sky TV HSM standards. Can also be hour)

used where legacy Sky estate is already is use.

Tier Three

Low Performance - Nearline - For use in archiving | EMC Clariion CX (ATA | Traditional Tape Backup RAID 5 1/2G Fibre Channel Refer to EMC at time of
configuration

Additional Notes :

"Archiving" is not the same as "backup”. Backup standards are defined seperately within this blueprint.

ATA disks are currently being considered to populate Tier Three of this standard. HSM/Backup software would move data from
Tier Three Online Media to Tier One Tape Media
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Step 5: Build Institutional Capability

A
5
Build &
Manage
Unified
Capability
Program Maturity Map
Level 1 - 1 Level 2 - I Level 3 — 1 Level 4 - 1 Level 5 -
Initial (Adhoc) 1 Repeatable | Defined 1 Managed | Optimized

Strategy & Governance

Maturity Level




Ownership

Flanning

Client Profile:
Industry sector
Turnover
Number of employees
Business model
Rizk appetite/tolerance
etc.

Cantrols |

Project Management |

Bt il o)

Review

Status

Scopefoantent

2

pragram managemsant functian

Clisnt prafilz infarmation
k= nat subjed to evaluation
aswith ather elemants af
the program madal but
prawidas contest far

Prajects are initiated and
coantrolled through the

Lifecycle imaintenance) I

| 1TRM Program Risk Register |———

Assessment/prioritization

Gap analysis

Managemant and conformance

Funding

Coverage

Currency

that eva luation
The rish register is creatad .
theo ugrrg;rhe' pragram IT Risk Management
managenant functian and Program Model
prowides the linkage with
contralareas and policies
and authar ity for program

Visibityfexecution

Culture | —

Awarenessfoommunication

Ownership/participatian

N

Incentives/penalties

Govarnance of 1T risk managemant
15 Aesaec] Ate d with the preavailing
and degired arganization cultuse

wihich determines awareness,
appetite_ and tokerance for sk

s

Crganization

Stakeholders

Objectives

Governance

Scope

The govennance committes
detarmings the requiramants,
soope, and key paramelers far

cantral araa and palicias

managament ad ity

Value atriskand actions
ré quired ana coordinated
and cantralled thraugh
the ITRM risk ragistar

Lifecycle

Priarities

Projects

Benchmarking

Continuous im provement

Cantrals and palicies detarmine the whar
of risk management andastablish a
framewarkof raquirameant for
programmanagemant

5 Risk management strategy

Dashboard/reporting

Compliance

Definitions

Execution

e
Control areas Risk tolerance alignment
and policies
s oy Manitoring
Change

Business case definition

Version 2.1
January 2007

Symantec IT Risk Management Program Module

Enforcement




Typical Outcomes

Huge reduction in the cost of DR implementation

Improved IT/Business Alignment

IT standards become a reality

REAL IT consolidation ! )

Reduction of IT risk 'I " Top prioriy for €108 In 2008
SUSTAINABLE improvement dotes

| | Improving organizational compatitiventss

' Aligning IT with busingss neads

| | Expansion of IT infrastructure 35%
R 1%

| | Cost Control

. ¥

|| No answer

Pﬂa
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Symantec Technology Can Deliver
Against Any HA/DR Requirement

ORACLE 86 Serveraos Informx
§Svase
Databases

: ibea =5
MySaLE

W) oracLe  Microsoft

Middleware

"@
AP

ORACLE' Microsoft Oﬁ:;:r;:ﬁons

Applications

Local/Metro HA, Global DR

Storage Management
With Snaps & Replication
Tier 1 Only

RPO & RTO (4 HRS)
Tape, Disk, Dedup, VTL, CDP

Local HA & DR

Storage Management
With Snaps & Replication
Tier 1 & Tier 2

RPO & RTO (12 HRS)
Tape, Disk, Dedup & VTL

Local HA

Storage Management
With Snaps Only
Tier 2 Only

RPO & RTP (24 HRS)
Tape & Disk

No HA

Storage Management
No Snaps or Replication
Tier 3 Only

RPO & RTO (48 HRS)
Tape

HA & DR: Design SLAs across any hardware and application

e —————————————————— i O 0| 0 Y Y A A A WYY ¢ Y2 4 N Y ST Y
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Network

futoSracewi Y
NQRTEL " 5
eNETwoRKs Q¥iJuniper M BROIgIéBADE MEDATA

Storage
["ﬁ]‘m HITACHI iE¥ EMC o

Servers

R o °
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......

Virtual Machines

Xen intgl.
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Symantec has been very service-oriented during our
relationship with them. At each stage of the development
of the Business Continuity program, they have explained
each phase in terms of the risk involved, the likely financial
saving, and the threat to lost revenue if the phase is not
developed. They speak our language , ,

—_— Dmitry Ustyuzhanin
= e Head of IT Security
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Possible Next Steps...

Further Reading

— “Business Driven IT Optimisation”, D. Thomson, Dr. G. Bunker
— Symantec IT Risk Report
— Symantec DR Survey, 2008
Symantec Consulting
— IT Service Continuity Assessment
Facilitated Internal Workshops

— INFORM Express Best Practice Benchmark
— Symantec DR Assessment Workshop

Specific Product Briefings
— Symantec EBC



QUESTIO




Thank You'!



