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Delivering IT today

The ISTR and how the data is gathered
Fraud and spam

Malicious code and bots

Vulnerabilities and the web

IT risk In context



ISTR XIV publishes 14 t April 2009.

Some of the statistics may change
slightly between now and then.

This discussion Is under NDA.
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THE ROLE
OF SECURITY

Risk and Compliance

Business Enabler
Limited Budget



- External threat types « Internal threat types

Hackers, Spies, Thieves Thieves, Fraudsters

Organised Crime ... And The Rest Of Us

Recruitment: Gaining control of a Systemic: Data disclosure due to

system for use in future attacks faulty business process

Malice: Extracting data for sale or Incompetence: Data disclosure due

fraud to failure to follow process

Not in it for the glory Malice: Larceny, spite, salary not
enough, bribed & planted
employees






 New malicious code
threats...

.. Up 250%+ in 2008

* 60%-+ of all threats
were created in 2008

 Tipping point reached
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2 Billion+ even | Over 100,000 security 200,000 monthly code
logged daily alerts generated annually submissions

Managed devices in 40,000+ Sensors in 120 Million Threat/ Virus 2.5 Million Decoy
70+ countries 200+ Countries Submission Systems Email Accounts




 In 2008, Symantec detected 55,389 phishing website hosts;
this is an increase of 66 percent over 2007 (33,428)

* The majority of brands used in phishing attacks in 2008 were
In the financial services sector, accounting for 79 percent,
down slightly from the 83 percent reported in 2007.

* In 2008, 43 percent of all phishing lures detected by
Symantec directed users to phishing websites that were
located in the United States; this is considerably less than
2007, when 69 percent of phishing lures originated there.

» Of the lures situated in the United States, 82 percent spoofed
brands associated with financial services.

» One particular automated phishing toolkit identified by
Symantec was responsible for an average of 14 percent of all
phishing attacks during 2008.
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» 55,389 phishing website hosts, up 66 percent from 2007
 Localisation is becoming the norm for phishing
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* In 2008, there were 1,656,227 new malicious code threats
reported to Symantec, a 265 percent increase over 2007;
over 60 percent of all currently detected malicious code
threats were reported in 2008.

* 9 zero day vulnerabilities 2008 vs. 15 in 2007

 In 2008, the proportional increase of reported potential
malicious code infections was greatest in Europe, the Middle
East and Africa over all other regions globally.

* Trojans made up 70 percent of the volume of the top 50
malicious code samples in 2008, an increase from 69 percent
in 2007.

« Sixty-nine percent of the volume of the top 50 potential
malicious code infections reported to Symantec were a threat
to confidential information.



* And you thought you were just downloading a game / film on
the cheap!



» Malicious activity is proportional to broadband uptake /
activity

* New fibre optic backbones (to the home) will be targeted
.



» Malicious activity is proportional to broadband uptake /
activity

* New fibre optic backbones (to the home) will be targeted
.



« Target is information
rather than servers

« Home and business
being targeted

A corporate username /
password could give
access to huge
guantities of information
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« EMEA average: 32,188 / day, up 47%
* Globally: 75,158, up 31%



» Bots are the primary source for spam, denial of service
 Lisbon was the top city in EMEA for bot infection
* Bots inside corporations can cause huge issues






* 14 new C&C per day (5,147 in total)
* Move to Russia after US ISP shutdown

(C) Symantec 2009, ISTR pre-release



» Social engineering is a lower hanging fruit



« Symantec documented 5,491 vulnerabilities in 2008. This is a
19 percent increase over the 4,625 vulnerabllities
documented in 2007.

« Two percent of vulnerabilities in 2008 were classified as high
severity, 67 percent as medium severity, and 30 percent as
low severity. In 2007, four percent of vulnerabilities were
classified as high severity, 61 percent as medium severity,
and 35 percent as low severity.

* In 2008, 63 percent of vulnerabilities affected Web
applications. This is an increase over 2007, when 59 percent
of vulnerabilities affected Web applications.

* During 2008, 80 percent of documented vulnerabilities were
classified as easily exploitable. This is higher than 2007,
when 74 percent of documented vulnerabilities were
classified as easily exploitable.
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Web application vulnerabilities

 Attackers locate and compromise a high-traffic site through a
vulnerabillity specific to the site or in a Web application it hosts.

* Once the site is compromised, attackers modify pages so
malicious content is served to visitors.




* Max time to patch
— |E - 147 days
— Safari — 156 days



* 424 browser plug-in vulnerabilities
« “Got some great pictures of you, you can find them here”
.



 Attacks are morphing... Graybird, Conficker (Downadup)
update themselves!






 Attacks continue to rise
» Data for financial gain is the primary target
 Home and business are both at risk

« System management and patching needs to
change

» Attacks will become ‘smarter’ as the easier
ones are dealt with

« 2008 was a tipping point in terms of anti-
virus / malware - a shift in prevention
technology has and continues to happen

* Education is a key piece to keeping data
safe in organizations (and at home)
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