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Peter Wenham

Peter is the Technical Director of Trusted Management Limited a company 
specialising in Information Security and Information Assurance matters. He is 
a former Director and Trustee of the Communications Management 
Association (www.theCMA.com) and currently is the Leader of the CMA’s 
Crime & Security Forum. He is also the CMA’s member of the Information 
Security Awareness Forum (www.theISAF.org)

Peter has over 18 years experience of information security and IT audit 
gained from various industries including international banking, UK 
government and other large blue chip companies. His skills and experience 
include security architecture development and review, network and systems 
auditing including BS7799/ISO27001/27002 based reviews and Gap 
analysis, PCI documentation reviews, development of information security 
policies and standards and accreditation work to UK Government standards.
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This NCC hosted seminar explores emerging security technology trends, 
looking at how the UK is, or isn’t learning from security technology 
developments. In the next two to five years, emerging technological and 
social trends will have far-reaching implications for enterprise security
In this session the roll of telecommunications and the security implications of 
using public and other third party networks is explored. What are the threats, 
the vulnerabilities and the associated risks. Is what the media report fact, 
fiction or a mixture? Can the underlying network be disentangle the from the 
services it supports when trying to understand the threats? Or do we have to 
take an all encompassing big picture view.
The CMA way back in the 1990’s realised that PABX’s (switchboards) were 
no longer just voice switches but computers that happened to switch voice. 
More than that, we came to the realisation that the security of these ‘voice’
computers was poor in the extreme. Any one with a little knowledge could 
(and often did) hack into a switch and ‘steal’ call minutes. Hence the CMA 
Crime & Security Forum that I am representing today.

Background
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An ITU-T definition of NGN

• A Next Generation Network (NGN) is a packet-based network able to 
provide services including Telecommunication Services and able to 
make use of multiple broadband, Quality of Service-enabled transport 
technologies and in which service-related functions are independent 
from underlying transport-related technologies. It offers unrestricted 
access by users to different service providers. It supports generalized 
mobility which will allow consistent and ubiquitous provision of services 
to users. From a practical perspective, NGN involves three main 
architectural changes that need to be looked at separately:

– Core
– Access
– Services
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An ITU-T definition of NGN

• In the core network, NGN implies a consolidation of several (dedicated 
or overlay) transport networks each historically built for a different 
service into one core transport network (often based on IP and 
Ethernet). It implies amongst others the migration of voice from a 
circuit-switched architecture (PSTN) to VoIP, and also migration of 
legacy services such as X.25, Frame Relay (either commercial 
migration of the customer to a new service like IP VPN, or technical 
emigration by emulation of the "legacy service" on the NGN). 
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An ITU-T definition of NGN

• In the wired access network, NGN implies the migration from the "dual" 
legacy voice next to xDSL setup in the local exchanges to a converged 
setup in which the DSLAMs integrate voice ports or VoIP, allowing to 
remove the voice switching infrastructure from the exchange. 

• In cable access network, NGN convergence implies migration of 
constant bit rate voice that provide VoIP and SIP services. Both
services ride over DOCSIS as the cable data layer standard. 
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An ITU-T definition of NGN

• In an NGN, there is a more defined separation between the transport 
(connectivity) portion of the network and the services that run on top of 
that transport. This means that whenever a provider wants to enable a 
new service, they can do so by defining it directly at the service layer 
without considering the transport layer - i.e. services are independent of 
transport details. Increasingly applications, including voice, will tend to 
be independent of the access network (de-layering of network and 
applications) and will reside more on end-user devices (phone, PC, 
Set-top box).

14 Jul 2009



© Trusted Management Ltd 2009 
www.trusted-management.com

Next Generation Networks

• So to conclude NGN’s are:
• Essentially an IP network very similar to today’s Internet, at least from 

the user interface and
• The security issues are therefore  very similar if not the same
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Threats, threat actors, 

vulnerabilities and risks
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Some security vectors

• Zero day attack
– Anti virus is no defense
– Can be delivered by email
– Or delivered by web sites, often by a trusted but compromised one 

• Old issues continue
– Phishing
– Pharming
– Blended attacks
– Generally targeted against individuals

• Targeted attacks
– Can be considered a more sophisticated version of old attacks and 

generally targeted at organisations
– Often combined with bespoke malicious code ( e.g. zero day)

14 Jul 2009



© Trusted Management Ltd 2009 
www.trusted-management.com

• Voice over IP (VoIP)
– The ‘old’ issues continue e.g. toll fraud
– But the attacks potentially can come over the Internet, or from the internal 

network from a compromised PC

• The Network is the new Attack Vector (Black Hat conference, March 
2008)

– Attacks on the network (routers, switches)
– Attacks on network defenses (anti virus, intrusion detection etc.)

• User friendly features
– Delivered by custom Uniform Resource Identifier (URI): 

E.G. Google's Picasa has many custom URIs: one allows a ‘button’ to be 
downloaded from any web address (URL)

Some security vectors - cont.
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• Staff introduced software with peer to peer network features
– Can use huge amounts of bandwidth impacting legitimate applications
– A source for confidentiality breaches
– A route for malware

• Staff facilitated information leakage
– Can be accidental or deliberate
– USB connected memory devices (e.g. mobile ‘phones, music players etc.)
– Unauthorised WiFi units
– Emailing work home
– Working in a public place where screens can be overlooked etc. 

• Partner or Outsourcer facilitated information leakage
– Poor controls at an outsourcer or partner organisations facility
– Poorly constructed contract

Some security vectors – cont.
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• One security officer summarised how malware has changed. “Spyware 
and phishing attacks are becoming more of a concern. Other viruses 
and Trojans are no longer a big issue, since the company's anti-virus 
software and patching procedures screen these out”
(2008 BERR/PwC Information Security Breaches survey)

• More recently various security companies have been reporting that 
spyware is diminishing while the threats from Trojans is increasing

• And my comment: “social engineering for criminal gain is the name of 
the game”

And a recent comment
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Thank You…

Email: Peter.Wenham@Trusted-Management.com

HTTP://WWW.trusted-management.com

Questions
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