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2Threat Awareness

Key Messages

• The current threat environment is characterized by an 
increase in data theft, data leakage, and the creation 
of malicious code that targets specific organizations.

• Attackers are refining their methods and consolidating 
assets to create global networks that support 
coordinated criminal activity 

• High levels of malicious activity across the Internet 
with increases in bot networks, phishing, spam and 
trojans



Internet Security Threat Report Volume XI
Key Facts and Figures
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Attack Trends
Malicious Activity By Country
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Attack Trends
Data Breaches 

Information on data breaches that could lead to identity theft.  Data collected is not 
Symantec data.
The government sector accounted for the majority of data breaches with 25%, 
followed by Education (20%) and Healthcare (14%) - the majority of breaches (54%) 
were due to theft or loss with hacking only accounting for 13%.
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Attack Trends
Underground Economy Servers

Trading in credit cards, identities, online payment services, bank accounts, bots, fraud 
tools, etc.
Ranked according to geographic location of the server and the location of banks.
The United States had the highest proportion of underground economy servers that 
Symantec observed with 51%.  7 of the top ten were located in EMEA.
86% of banks whose credit cards were stolen were located in the United States followed 
by the United Kingdom (7%) and Canada (1%). 
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Attack Trends
Bot Networks

During the current reporting period Symantec observed an average of 63,912 active 
bot network computers per day, an 11% increase over the first half of the year.  The 
worldwide total of distinct bot-infected computers that Symantec identified rose to just 
over 6,049,594 - a 29% increase.
Command and control servers decreased during this period to 4,746 - a 25% 
decrease.  The United States continues to have the highest number of command and 
control servers worldwide with 40% - a 2% drop from it’s previous total. 
China has increased its global proportion of bot-infected computers to 26% while the 
United States continues to decline.  EMEA countries, with the exception of the U.K., 
showed the largest increase.
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Attack Trends
Additional Metrics

The United States was the top country of attack origin accounting for 33% of 
worldwide attack activity.

The United States was the target of most denial of service attacks (54%) and 
Government was the most targeted sector for DoS attacks at 37%.

Home users continue to be the most targeted sector accounting for 93% of all 
targeted attacks. 
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Vulnerability Trends
Zero-day

Key Definition: “A zero-day vulnerability is one for which there is sufficient public evidence to indicate 
that the vulnerability has been exploited in the wild prior to being publicly known.”
From July 1st - December 31st 2006, Symantec documented 12 zero-day vulnerabilities, a significant 
increase over the previous two reporting periods.
In September, four zero-day vulnerabilities were documented, the majority of which affected office 
applications, Internet Explorer and ActiveX controls.
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Vulnerability Trends
Databases

Oracle databases have the highest number of documented vulnerabilities of the major database 
vendors - 168.
Microsoft SQL has not had any documented vulnerabilities in the past three reporting periods.
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Vulnerability Trends
Vendor Responsiveness

Key definition: “Vendor responsiveness is measured by the proportion of vulnerabilities that 
remains unconfirmed by the vendor, and therefore un-patched, over time.”
In the current reporting period, 68 percent of documented vulnerabilities were not confirmed by 
the affected vendor, an increase from 61% the previous reporting period.
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Vulnerability Trends
Patch Development Time

All vendors reported longer average patch development times.  Sun and HP had the longest patch 
development times with 122 and 101 days respectively.  Microsoft had the shortest patch 
development time with 21 days.  
Sample set size and severity are key components - the majority of vulnerabilities are medium severity 
and affect 3rd party components.  Microsoft had the highest number of severe vulnerabilities with 12.
As with previous periods, Microsoft Windows was the operating system that had the most 
vulnerabilities with associated exploit code and exploit activity in the wild.
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Vulnerability Trends
Browser Vulnerabilities and W.O.E.

IE was the most targeted browser with 77% of all targeted attacks.
Microsoft had the highest number of documented vulnerabilities with 54 followed by Mozilla with 
40.  Microsoft was the only vendor to have a documented high severity browser vulnerability 
and the only vendor to increase its vulnerability count.
Mozilla had the shortest window of exposure with 2 days followed by IE with 10 days. Apple 
had the longest window of exposure at 61 days - very limited sample set.  
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Vulnerability Trends
Additional Metrics

Symantec documented 2,526 vulnerabilities in the current reporting period, 12% higher than the 
previous reporting period.
Severity classification: High severity 4%, Medium severity 69% and Low severity 27%.
Web applications constituted 66% of all documented vulnerabilities.  77% of easily exploitable 
vulnerabilities affected web applications.
79% of all vulnerabilities were considered easily exploitable, 94% of which were remotely 
exploitable.
The W.O.E. for enterprise vendors was 47 days.  Average exploit development time of 5 days 
and average patch development of 52 days.
25% of exploit code was released less than one day after the publication of a vulnerability.  
31% was released between one and six days.
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Malicious Code Trends
Types

This supports Symantec’s assertion that Trojans are on the rise and may constitute a greater threat 
because they tend to exploit web browser and zero-day vulnerabilities.  Trojans reported to Symantec 
increase from 23% in the last reporting period to 45% in the current period and represent 60% of 
malicious code by potential/attempt infections.
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Malicious Code Trends
Threats to Confidential Information

During the current reporting period, threats to confidential information made up 66% of the volume of 
top 50 malicious code reported to Symantec, up from 48% in the previous reporting period.
While the volume of threats that allow remote access have decreased from the same reporting period 
last year, the volume of threats that log keystrokes and export user and system data have all 
increased - Keystroke loggers represent 79% of the report threats to confidential information.
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Malicious Code Trend
Propagation Vectors

SMTP propagation remains the number one propagation mechanism by volume at 78%.  
This is a decrease from 98% in the previous reporting period.  This is due to an increase in 
attackers diversifying their infection attempts and a decrease in mass mailer reports.
When compared with potential/attempted infections, SMTP and P2P account for nearly half 
of all propagation methods.  The discrepancy between reports and potential/attempted 
infections is likely due to the presence of mass mailers.
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Malicious Code Trends
Vulnerability Exploitation

23% of the 1,318 documented malicious code instances exploited vulnerabilities.  This is an 
increase from the 17% in the previous reporting period.
Malicious code that exploits vulnerabilities in 3rd party applications is on the rise - five zero-
day exploits were released for vulnerabilities in Microsoft Office during the current reporting 
period.
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Malicious Code Trends
Additional Metrics

Between July 1 and December 31, 2006 Symantec honeypot computers captured a total of 136 
previously unseen malicious code threats up from 98 in the previous reporting period.
5 of the top ten new malicious code families were trojans - Stration (worm) was the number one new 
malicious code family reported to Symantec.
During the current reporting period there was a 22% increase in the number of Win32 variants 
reported to Symantec - 8, 258.
Polymorphic threats represent three percent of the top 50 malicious code samples reported to 
Symantec, up from 2% in the previous reporting period.
The majority of malicious code reports originated in the United States.
MSN Messenger was affected by 35% of the new instant messaging threats during the current 
reporting period.
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Phishing
Daily and Seasonal Variations

Phishing activity tends to mirror an average business week as attackers attempt to mimic legitimate 
companies email practices. This pattern may also be due to the fact that phishing campaigns are 
generally short lived and are most effective when people receive and read the phishing emails soon 

after they were sent.

Holidays such as Christmas and New Year and large events like the FIFA World Cup increase the 
amount of phishing activity.  During the Christmas season, blocked phishing messages climbed to a 
high of 29% above the average and during the FIFA World Cup, blocked phishing attempts were 40% 
higher than the average.
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Phishing
Top Countries Hosting Phishing Sites

46% of known phishing sites were located in the United States followed by Germany with 11% and the 
United Kingdom with 3%
The U.S. is number one because a large number of Web-hosting providers—particularly free Web 
hosts— are located in the United States. Furthermore, the United States has the highest number of 
Internet users in the world, and it is home to a large number of Internet-connected organizations, both 
large and small.
Germany has the largest number of Web-hosting providers in Europe.  By hosting with large 
providers, phishers gain the advantage of obscurity due to the large number of sites hosted and the 
difficulty in tracking down a phishing site and shutting it down.
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Phishing
Additional Metrics

The Symantec Probe network detected a total of 166,248 unique phishing messages, a six percent 
increase from the previous period.  This translates into an average of 904 unique phishing messages 
per day.
Symantec blocked over 1.5 Billion phishing messages - an increase of 19% over the first half of 2006. 
An average of 8.48 million per day.
Financial services accounted for 84% of the unique brands that were phished while making up 64% of 
the total phishing websites.  The retail sector accounted for 5% of unique brands phished and 34% of 
the total number of phishing websites.
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Spam
Country of Origin

44% of all spam originated in the United States, a drop from 49% in the previous reporting period.  
Undetermined EU countries rank second with 7% followed by China with 6%
Country of origin includes spam originating from spam zombies and legitimate email servers.  Spam 
zombies are the result of an infection by a bot, worm or Trojan and show a wider distribution of spam 
origins.
Distribution of Spam Zombies - U.S. 10%, China 9%, Germany 8%.  5 of the top ten spam zombie 
countries are in EMEA.
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Spam
Categories

Spam related to Financial products or services was the top category with 30% followed by Health with 
23%
Finance grew from 15% - 30% primarily because of the rise in “pump and dump” scams and has 
allowed spammers to generate revenue almost immediately.  Spam targeting adult products or 
services dropped in direct proportion to the increase in Financial spam
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Spam
Additional Metrics

Between July 1 and December 31, 2006, spam made up 59 percent of all monitored email traffic.  
This is an increase over the 54% in the previous reporting period.
65% of all spam is in English.
During the current reporting period, 0.68% of spam contained malicious code - one out of every 147 
spam messages.  This is a decline from the previous reporting period where 0.81% of all spam 
contained malicious code.
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Security Risks

Potentially unwanted applications are a new category - applications that may have an 
impact on security, privacy, resource consumption or are associated with other security 
risks. 
Movieland was the top new security risk with 41%.  ZangoSearch was the top reported 
security risk for the current reporting period with 13%.
Consolidation and variant-like behavior in the security risk space.
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Future Watch

• Authored by the Advanced Threat Research Team
• Windows Vista & third-party software
• New phishing targets and methods
• Virtualization



Thank You
gpinkney@symantec.com
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