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Business Oriented

Security Strategy

IT-business-security alignment

daniel.dresner@ncc.co.uk

andy.hopkirk@ncc.co.uk
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Business Oriented 

Security Strategy

• The National Computing Centre

• IT-Business-Security alignment

• Doing it… IT governance

• We’re only human…

• Standards and Good Practice

Human BehaviourConformancePerformance

AcquisitionStrategyResponsibility
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Aligning what people do and what the 

business needs them to do!

• Sample of 5 assets to protect:

– Realise the corporate 

business plan – needs to be 

realised

– Individual objectives – need to 

set

– Compliance with regulations –

needs to go on

– Compliance' with good 

practice (that means 'lessons 

learnt – is optional but why 

risk avoidable mistakes

– Organisational brand – the 

golden goose that may be all 

we have

• Events that could expose us:

– Corporate business plan:

Not carried thru’ to day-to-day

– Individual objectives –

Mismatch between what is 

done and what you say you do

– Compliance with regulations –

Compliance is only apparent 

after the work is done.

– Compliance' with good 

practice –so many standards . 

. . how can we choose them

– Organisational brand – you 

can't build a reputation on 

what you're going to do . . .

Business-centric security
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How you do it . . . IT governance
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Components:
a practical view
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Policies: ready decided treatments

Recommended minimum set



© The National Computing Centre 2009 Issue 1.0

8

In
c
re
a
s
in
g
 lik
e
lih
o
o
d
 o
f c
h
a
n
g
e

O
rg
a
n
is
a
ti
o
n
a
l 
d
im
e
n
s
io
n

Business

Plan

(Objectives)

PolicyOrganisation
O
p
e
ra
ti
o
n
a
l 
d
im
e
n
s
io
n

Codes of Practice

Processes

Procedures
In-house

Standards

P
ra
c
ti
c
e
 d
im
e
n
s
io
n

FormsWork instructions

ChecklistsProject/product

plans

E
n
v
iro
n
m
e
n
ta
l d
im
e
n
s
io
nSpecifications

Legislation

Regulation

(Inter)national

Standards

© The National Computing Centre 2009

28

© The National Computing Centre 2009

8

What to do?

How to do it?

Plan

How do we do it

better next time?

Act

Did it go according

to plan?

Check

Do what was

planned

Do

ISO/IEC 15288

System
Life Cycle

Processes

ISO/IEC 20000
IT service
management

ISO 15504

Software

process

assessment

Data
Protection
Act
1998

STARTS
Software

Techniques
for Reliable,

Trusted
Systems

ISO 18019
Guidelines for the design

and preparation of user

documentation for

application software

ISO/IEC 12207

Software

life cycle

processes 

Control 

Objectives
for Information

and Related

Technology

(CobIT)

ISO 27001
Information security

management systems.

Requirements

ISO 9001

Quality

management
systemsCapability

Maturity
Model

EFQM

Excellence

Model 

Towards

Software
Excellence
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TickIT

BS ISO/IEC 38500

Corporate governance

of information technology

Accredit UK

ISO/IEC 25000
Quality characteristics

e-Government Interoperability
Framework (e-GIF)

ISO 27005

Information security:
risk management

ISO/IEC TR 15443-3

Framework for IT

security assurance:
Analysis of assurance

methods

ISO/IEC 24766

Information technology

Guidelines for requirements

engineering tool capabilities

BS 10008 Evidential

weight and legal admissibility
of electronic information

BS 25777
IT service continuity

ISO/IEC 24762
Guidelines for ICT disaster

recovery services

All business or service processes need the ability to go
through iterative phases of plan-do-check-act. This chart shows

how the top 8 national and international standards (emboldened

text) form part of the best practice framework in information

technology.
This standards framework is the foundation for organisations

to accept the technical standards of particular 

technologies including those special to vendors.

Documentation 

from policy



© The National Computing Centre 2009 Issue 1.0

9

Write words for good policies

• Purpose
– Why do we need it and what’s the risk of not having it

• Scope
– What it applies to, and what – if anything – is excluded

• What the policy is
– Clear, pithy, and imperative

• How it’s monitored
– If it’s worth having, it’s worth checking

• What happens if the policy is breached
– Because Murphy was right

• What to do to enforce it
– Technology, awareness, or a mix of both

• Controls
– Processes, procedures and other related documents (the 'how 

to's)
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Policies and procedures:

the human side
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Change

Implementing

procedures

Market forces

Asset

management
Innovation

Information

systems
Business plan 

Assess impact Resourcing

Impact levels
Corporate

objectives

Risk

assessment
Risk literacy

Risk treatment plan Individual objectives

Policy setting

(controls)
Appraisals

Applicability Audits/monitoring

What needs to be governed?

How important are the information assets

to the achievement of corporate objectives?

Balancing the risk appetite

of the community with the risk

attitude of the individual.

Commensurate

deployment

Alignment
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Standards and good practice

The business toolbox
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PDCA: one rule to ring them all

9001

27001

20000

14001

18001

PDCA
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What to do?

How to do it?

Plan

Do what was

planned

Do

ISO/IEC 15288

System

Life Cycle

Processes

ISO/IEC 20000
IT service
management

STARTS
Software

Techniques
for Reliable,

Trusted
Systems

ISO 18019

Guidelines for the design

and preparation of user

documentation for

application software

ISO/IEC 12207

Software

life cycle

processes 

Information security

management systems.

Requirements

management
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IT Service continuity

PAS 77:2006
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Knowledge

Transfer
“Excellent, relevant and refreshingly represented”

“Lots of ideas and good starting points”

“Very informative and constructive”

“Impressed with the content”

“Plenty of useful examples”

“Good being involved”

“In-depth knowledge”

“Good programme”

“Valuable”

The National Computing Centre

Corporate Advisory Service . . .

daniel.dresner@ncc.co.uk

07703 501 167

andy.hopkirk@ncc.co.uk

07880 788 871



© 2005 PROVIDING PERSONAL AND PROFESSIONAL DEVLOMENT FOR IT LEADERS© The National Computing Centre 2009 Issue 1.0

17

Conclusion: business centric; risk aware
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Aligning what people do and what 

the business needs them to do!

• Events that could expose us:

– Corporate business plan:

Not carried thru’ to day-to-day

– Individual objectives –

Mismatch between what is 

done and what you say you 

do

– Compliance with regulations –

Compliance is only apparent 

after the work is done.

– Compliance' with good 

practice –so many standards . 

. . how can we choose them

– Organisational brand – you 

can't build a reputation on 

what you're going to do . . .

• What happens to our 5 risks?

– Corporate business plan –

policies translated it to actions

– Individual objectives –

translate plan and consistent 

policies into actions for 

individuals

– Compliance with regulations –

Design policies and processes 

with regulations in mind

– Compliance' with good 

practice –key standards that 

make framework for others

– Organisational brand –

strengthen it by securing your 

place in the greater firewall

Business-centric security – policy is policy
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