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Aligning what people do and what the
business needs them to do!

T

0w Sample of 5 assets to protect: « Events that could expose us:
/@%/ — Realise the corporate — Corporate business plan:

\
/

business plan — needs to be llﬂl::> Not carried thru’ to day-to-day
realised — Individual objectives —

— Individual objectives — need to Mismatch between what is
set "‘ done and what you say you do

— Compliance with regulations — — Compliance with regulations —
needs to go on |||]|::> Compliance is only apparent

— Compliance' with good after the work is done.
practice (that means 'lessons — Compliance' with good
learnt — is optional but why |||]|:> practice —so many standards .
risk avoidable mistakes . . how can we choose them

— Organisational brand — the — Organisational brand — you
golden goose that may be all ) can't build a reputation on
we have what you're goingto do . . .

Business-centric security @ sl 4
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How youdo it. .. IT governance
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a practical view ;
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Recommended minimum set
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Policies: ready decided treatments
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Write words for good policies

 Purpose
— Why do we need it and what’s the risk of not having it
* Scope

— What it applies to, and what — if anything — is excluded
 What the policy is
— Clear, pithy, and imperative
* How it's monitored
— If it's worth having, it's worth checking
 What happens if the policy is breached
— Because Murphy was right
 What to do to enforce it
— Technology, awareness, or a mix of both

Controls

— Processes, procedures and other related documents (the 'how
to's)
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Policies and procedures:
the human side
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< Change >

l : :
Asset | —
management @

Information \ What needs to be governed?

C

systems  /

< Market forces >

l

Innovation

/

( Business plan >

Assess impact

Resourcing

of the community with the risk

\ How important are the information assets
\ to the achievement of corporate objectives? / Corporate
Impact levels
. % \__ objectives
Risk _ _ _ .
assessment Balancing the risk appetite Risk literacy

- P

attitude of the individual. /
Risk treatment pla/ lewdual objecti

Policy setting

(controls) Appraisals

Commensurate

deployment

( Applicability w ----------------------------- C‘-\uditslmonitorinD

Alignment

Implementing
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Standards and good practice
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PDCA: one rule to ring them all
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§ BS 10008 Evidential
Eight and legal admissSBOIHEC 1220
of electronic informationSoftware
life cycle
processes

STARTS
Software
Techniques
sovernment Interoperabifity Reliable,
Framework (e-GIF) Trusted
Systems
ISO 27005
Information security:
risk management

es for the design

Bparation of user
mentation for
ation software

ISO/IEC 24762
idelines for ICT disaster
recovery services

Plan

What to do?
How to do it?

© The National Computing Centre 2008 Tww.ncc.co.uk

Do

Do what was
planned
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idelines| |Guidelines| Guidelines
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[TSE Test Project =] P Status Questions | Results || Route Map VoY

&3 Project Activities
3 Customer - Supplier TCWARDS
SOFTWARE EXCELLENCE

1 Supplier Selection

2 supp! c pp!
1@ 24/10/00
13:30:06 The Customer-Supplier process category consists of processes that directly impact the

£ Customer Acceptance custamer, support development and transition of the software 10 the customer, and provide for

1 supply. the conast aperation and uss of the software praduct and/ar sanice.

£ Requirements Elicitation

22 operati Buying in Software and Related Services (Acquisition, 2)
23 Basic Process
2) Operational Use Preparing to buy-in products and services (Acquisition preparation, 3)

L erapustomer Support About this activity

(2 Engineering Far any organization. buying a software application or information system is arel

@ support straightforward. Far  small company, the conseguences of getting it wrong can be substantial

2 Management To ensure your business goals are achieved, your users' needs are met and you get maximum

@ organisation Denefi fom your investment, you must prepare thoroughly - before any suppliers are involves,
{ust because you are a small campany, dosrit mean that you donit need to prepare for

@ tegal acquisition seriously - it can be even more important because of the potentially greater impact

of geting it wiong)

At the end of this preparation step you shauld know the following
« The expected result o the acouisition (or example, a new system, a updated spplication,
a new way of working) - in other words what you wil have been achisved when the

acquistion has bean complater

« Asat of requirements that can later be used 35 a basis for evaluating and accepting the
system or application

« The strategy or approach you expect to apply in making the acquisition

« Howr you il svaluste the delivered syster and dacids whethar i is accaptable or if mare
wark s reqires 5
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“Excellent, relevant and refreshingly represented”

“Lots of ideas and good starting points”
“Very informative and constructive”
“Impressed with the content”

“Plenty of useful examples”
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Conclusion: business centric; risk aware
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Aligning what people do and what
the business needs them to do!

o

» Events that could expose us:

— Corporate business plan:
Not carried thru’ to day-to-day'["::>

— Individual objectives —
Mismatch between what is
done and what you say you
do

— Compliance with regulations —|||]|:>
Compliance is only apparent
after the work is done.

— Compliance' with good
practice —so many standards .
. . how can we choose them

— Organisational brand — you
can't build a reputation on
what you're goingto do. ..

g

SO

\
/

)

—>

>

» What happens to our 5 risks?

— Corporate business plan —
policies translated it to actions

— Individual objectives —
translate plan and consistent
policies into actions for
individuals

— Compliance with regulations —
Design policies and processes
with regulations in mind

— Compliance' with good
practice —key standards that
make framework for others

— Organisational brand —
strengthen it by securing your
place in the greater firewall

Business-centric security — policy is policy

i 18
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